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Problem statement

The rising number of UAS (drones) accessing the airspace and 
the increased complexity of their operations in BVLOS (Beyond 
Visual Line Of Sight) conditions, led to the introduction of 
specific rules and procedures for their use (EU regulatory 
package 2021/664 U-space) where UAS is expected to operate 
alongside ultralight and General Aviation aircrafts. 

For this class of aircrafts and UASs, there is no certified 
component (aeronautical grade) ensuring position information 
trustable enough as evidential value from a legal perspective.

In this scenario, a solution that ensures the authenticity of the 
position information is needed for all the U-space stakeholders, 
especially for safety-critical and commercially valuable 
applications.
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The CERTIFLIGHT Solution

✓ The Certiflight platform offers a digital service for the generation of certified reports of flight tracks and the 
flight logs of UAS and GA aircraft

✓ The core of the system is a Digital EGNSS/IoT Device installed on UAS and General Aviation manned aircraft, 
equipped with an OSNMA Galileo/EGNOS enabled receiver, capable to guarantee the authenticity of their 
position information at the origin, without the possibility to be counterfeited or spoofed. 

✓ Tracking information is encrypted and once transmitted to the Certiflight platform is permanently stored to an 
unalterable blockchain private node.
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Concept
The CERTIFLIGHT project proposes a new U-space service for the legal certification of tracks generated by UASs and aircraft flights, 
through the introduction of a new disruptive EGNSS-IoT digital system.
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Certiflight Conops and Use cases

EUSPA Technical follow up on Drones #3 - June 20 2024
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Legal aspects

The intention of the Certiflight is also to exploit technological progress in the sphere of 
legal services with support of a Board of Lawyers. The solution may help institutions in 
providing tools capable of pursuing the two key principles of U-space: automation and 
digitalization with the help of EGNSS services 

The CERTIFLIGHT aims to be recognised as a tool for:

▪ Determining the parties' liability (legal defence tool).

▪ Activate specific contractual conditions based on UAS flight position information (i.e. 
Smart Contract)  

Currently this technology is about to be regulated. It can be accepted by both parties of 
the agreement, as a tool for to the verification and compliance with the negotiation and a 
way of execution of the contract.

▪ EBSI - European Blockchain Service Infrastructure

▪ EBP - European Blockchain Partnership

▪ AGID - Agenzia per l’Italia digitale

EUSPA Technical follow up on Drones #3 - June 20 2024
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Certiflight Consortium

EUSPA Technical follow up on Drones #3 - June 20 2024

JRC Ispra

GSC

WG105 SG3/SG623629-12/9
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Main Results at RP1 (updated at May 2024)

EUSPA Technical follow up on Drones #3 - June 20 2024

✓ Invention of “Authenticated Tracking” concept and integration in 3 UTM service providers

✓ Amendment of Standard ISO 23629/9: Galileo OSNMA proposed (and accepted) as suitable implementation of 

authenticated tracking concept

✓ Contribution on Eurocae WG105 SG3 for Authenticated tracking concept (in progress) 

✓ Realization of Certiflight prototype platform implementing Blockchain mechanism for generation of Post flight 

services (Certified flight report digitally signed)

✓ Realization of Certiflight UTM Box for drones where GNSS OSNMA Receiver is a compulsory part of the prototype 

✓ Realization of Certiflight UTM Box for aircraft (prototype) with e-conspicuity features

✓ Algorithms APP and GSD with Data certification chain under patenting process 

✓ Channels for marketing open in EU and Third Countries (i.e. Israel) where the product Topview Pollicino is already 

on the market

✓ Two demonstration performed in Italy (Bari and Grottaglie Airport – Apulia Region) 
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ISO DIS 23629-9 amended

EUSPA Technical follow up on Drones #3 - June 20 2024



11

UTM Box Prototype

EUSPA Technical follow up on Drones #3 - June 20 2024

front, top and side view

LED indicators

CERTIFLIGHT UTM Box installed on a DJI M300 RTK drone
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Map section

In the map section, user can view the location of active devices and the information transmitted to the USSPs

Non authenticated position

Authenticated position

EUSPA Technical follow up on Drones #3 - June 20 2024
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Certiflight platform prototype
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CERTIFLIGHT UTM services

▪ In-flight services

These are security-related services based on real-time data processing.

▪ Post-flight Services

The post-flight services are provided in the form of dedicated reports resulting from the processing and 
analysis of data gathered during the flight.

The data processed leads to the generation of two kinds of flight reports:
̶ Basic report: Based only on in-flight services data that are transmitted by the Certiflight UTM Box (only) in real time to 

Certiflight platform. This data includes authenticated positioning, time, UAS attitude, navigation parameters and ancillary 
telemetry data. The basic report offered by Certiflight platform is available right after the flight and it is generated using only 
the data transmitted by the UTM Box.

̶ Full Report: Provides additional information generated from the data logged on the UTM Box. In fact, some data including 
attitude data, GNSS Observables and UAS payload data, cannot be transmitted in real time, due to the narrow band digital 
channel used for data transmission, therefore such data will be stored onboard the UTM Box. To generate the full report, the 
user must download the UTM Box data to Certiflight portal with an authenticated mechanism.

EUSPA Technical follow up on Drones #3 - June 20 2024
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CERTIFLIGHT UTM in-flight services

EUSPA Technical follow up on Drones #3 - June 20 2024
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CERTIFLIGHT UTM post-flight services

EUSPA Technical follow up on Drones #3 - June 20 2024
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